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Overview of the talk

The Quantum Threat

When do we have to be prepared for this threat? 

How can we prepare? – Example quantum-safe CSCA

Summary
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02
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Identity is our most valuable asset and any future threat 
such as quantum computing should be anticipated!
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Quantum Computer
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▪ Quantum Computers are based on law of

quantum mechanics

▪ Superpositions 

▪ Entanglement

▪ Qubit is basic unit of quantum information

▪ Quantum computer are able to solve certain 

problems much faster

▪ Will not replace classical computers

kind of parallel computing → huge speedup
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Quantum-Algorithm
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Shor-Algorithm (1994)

➢ Efficient factorization of large integers 

(breaks security of RSA)

➢ Efficient calculation of discrete 

logarithm (breaks security of ECC)

➢ Runs in polynomial time

➢ Needs large-scale quantum computer

Grover-Algorithm (1996)

➢ Fast searching in unsorted databases of 

size N in square root N iterations

➢ Needs large-scale quantum computer

➢ Halves the bit security of symmetric 

algorithms

New quantum-safe asymmetric 

algorithms needed (Post-Quantum-

Cryptography)

Double size of symmetric keys resp. 

output length of Hash-Functions
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Impacts on current Cryptography
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Type Algorithm Classical
bit security

Quantum
bit security

Quantum
attack

Asymmetric RSA 2048 112

0

Shor´s
Algorithm

RSA 3072 128

ECC 256 128

ECC 521 256

Symmetric AES 128 128 64 Grover´s
Algorithm

AES 256 256 128
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When can we expect large-scale quantum computers?
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➢ Quantum threat timeline report 2020 

of Global Risk Institute

➢ Optimistic interpretation:

➢ Maybe not in next 10 years

➢ >50 % likelihood in 15 years

https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/

https://globalriskinstitute.org/publications/quantum-threat-timeline-report-2020/
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Post-Quantum-Cryptography
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The security is 
based on hard 
mathematical 
problems that are 
assumed to be 
resistant against 
both classical and 
quantum attacks.
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Post-Quantum Signature Algorithms
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Run on classical 
computers

Only for 
signatures, not for 
encryption

Some of them are 
stateful – limited 
amount of signature

Key generation, 
signature creation  

and verification are in 
general not slower

Post-Quantum 
Signature 

Algorithms

Larger public keys and/or 
signatures
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NIST-Process Post-Quantum-Cryptography
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2016/2017 2019 2020 2022/2023 > 2023

Call for Proposals
82 proposals and 69 reached 1. 

round

Round 3 candidates
7 finalists and 8 alternative 

candidates

Final draft standards

Round 2
26 candidates in round 2

Release draft Standards and call 
for public comments
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PQ Signature Algorithms for PKI
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Stateful hash-based

➢ XMSS (RFC 8391) and LMS (RFC 8554)

➢ Evaluated and standardised

➢ Stateful: Only one signature for each 

state

➢ Limited amount of possible signature 

per private key (around one thousand or 

one million)

NIST process

➢ Dilithium or Falcon (both lattice based) 

are the most promising once

➢ Third finalist Rainbow not suitable for PKI

➢ Alternative candidate SPHINC+ might be 

suitable as well

➢ At first hybrid approach might be 

needed

Can be used right now, but not 

suitable for all use-cases 

We need to wait until NIST process is 

over, but should already test usage of 

lattice based schemes in our 

applications/protocols today
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Use case CSCA
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X  How long should your 
data remain confidential?

Y  How long will it take 
to deploy PQC?

Z  How long will it take to build a cryptographic 
relevant quantum computer?

X + Y > Z ?

Michele Mosca, ”Cybersecurity in an era with quantum computers: will we be ready?”, 2015

Use case CSCA

▪ X is 13 years

▪ Z might be 15 years (optimistic assumption)

▪ Y could be 4-5 years, but should not be larger than 2 years (based on X and Z)

X + Y > Z
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Use case CSCA
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▪ Can we use stateful hash-based signature algorithms?

▪ CSCA and Document Signers are used in a controlled environment

▪ Limited amount of signatures needed for each CSCA (at least parameter set 

with one million signatures should be feasible)

▪ No need for hybrid certificates if stateful hash-based signature 

algorithms are used

➢ ICAO should evaluate whether stateful hash-based signature 

algorithms are suitable and update ICAO Doc 9303

➢ Fast migration of CSCAs is needed
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Summary
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The threat

➢ Large-scale quantum computers will be 

able to break currently used asymmetric 

cryptography.

➢ Data which shall be secure for more 

than 10 or 15 years (like eIDs) needs to be 

issued quantum-safe soon.

(Possible) solution (for CSCA)

➢ Stateful hash-based signature 

algorithms should be suitable for CSCA 

PKI.

➢ Evaluate whether stateful hash-based 

signature algorithms are suitable for 

other use-cases as well.

➢ As soon as standardisation of post-

quantum algorithms (e.g. Dilithium or 

Falcon) is done, we should immediately 

be ready to use them.




